[TpunoxeHue Ne2. MHdopmMmaLunOoHHaa namsaTka
ana oby4varowmxcs ons pasmMeLleHns Ha
opmumnanbHbiX MIHTepHeT-pecypcax

C kaxkgblM roqoM MOSoAeXN B UHTEPHETE CTAHOBUTBLCS OOrbLUE, a LUKOMbHUKM OOHN N3 CaMblX
aKTUBHbIX Nornb3oBartenen PyHeTa. Mexay TeM, MOMUMO OrpOMHOIO KONIMYECTBa BO3MOXHOCTEWN,
WNHTEPHET HECET 1 NpobriemMbl. ATa NaMsTKa AOMKHA NOMoYb Tebe 6e30nacHO HaxXOAUTLCA B CETU.
KomnbroTepHble BUPYCbI

KomnbloTepHbIN BUPYC — 3TO Pa3HOBUAHOCTbL KOMIMbLIOTEPHbIX MPOrpaMm, OTIMYUTENBbHOM
0COBEHHOCTBIO KOTOPOW ABMSIETCS CMOCOOHOCTb K Pa3MHOXEHUIO.

B nononHeHue k 3TOMy, BUPYCbl MOTYT NOBPEAUTb UMM NMOMHOCTbLIO YHUYTOXMTL BCe dhaiirnbl 1
[laHHble, MOAKOHTPObHbIE MOMNb30BaTENtO, OT UMEHW KOTOPOro Obina 3anyLieHa 3apaxeHHast
nporpamMmMa, a Takke NoBpeanuTb UM AaXKe YHUUTOXUTb ONepaLyoHHY0 CUCTEMY CO BCEMM
dhannamu B Lenom. B 6onbLUMHCTBE Criy4YaeB pacrpoCTpaHsSTCS BUPYChl Yepes MHTEePHET.

MeToab! 3aWuTLl OT BPEAOHOCHbIX NMPOrpaMM:

1. Wcnonb3yin coBpeEMEHHbIE OnepaLMOHHbIE CUCTEMbI, UMEKLLME CEPLESHbIN YPOBEHb 3aLLUThI
OT BPEOOHOCHbIX Nporpamm;

2. TlocTosiHHO ycTaHaBnmBan navyth (UMdpoBLIE 3annaTky, KOTOPble aBTOMaTUYECKN
yCTaHaBNMBAKTCA C LieNbio JopabTKy nporpaMmbl) U apyrne oO6HOBMNEHNSI CBOEN
ornepaunoHHon cuctemsl. CkaumBam nx TONbKO ¢ oduumansHoro camrta paspabotynka OC.
Ecnn cywecTByeT pexxvm aBToMaTn4eckoro 06HOBNEHNS, BKITHOYN €rO;

3. PaboTtain Ha cBOeM KOMMbOTEPE NOA NpaBaMu NONb3oBaTENS, a He agMUHUCTpaTopa. ATo
He No3BONUT BOMbLUMHCTBY BPEAOHOCHbLIX MPOrpaMm MHCTanIMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbOTEPE;

4. Kcnonb3yn aHTUBUPYCHbIE NPOrpamMMHbIe NPOAYKTbl M3BECTHLIX NPOM3BOAUTENEN, C

aBTOMaTM4eCKUM OBHOBINEHNEM 0as;

OrpaHunyb mandecknin 4OCTyN K KOMMAbIOTEPY ANA NOCTOPOHHMX NNL;

Vicnonb3yi BHELLHNE HOCUTENU MHAdOpMaLLMK, Takne Kak dneLuka, AUCK unm damnn mns

WHTEepHeTa, TONbKO U3 NPOdEePEHHbIX MCTOYHUKOB;

7. He oTkpbIBan KOMMNbOTEPHbIE (halnbl, MOMAYYEHHbIE N3 HEHAAEXHbBIX NCTOYHMKOB. [daxe Te
(painnbl, KOTOPbIE NpPUCHAn TBOW 3HAKOMbIN. Jlydlle YTOYHM Y HEero, OTNpaensan nm oH Tebe
nX.
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Cetn WI-FI

Wi-Fi - 9TO He B1A nepegayv AaHHbIX, HE TEXHOMNOMS, a BCero nuub 6peHa, mapka. Ewe B 1991
rogy HuaepnaHgckasa komnaHus 3apernctpuposana 6peHg « WECAy, yto o6o3Ha4vano
cnosoco4eTaHne «Wireless Fidelity», koTopbln nepeBoauTcs kak «b6ecnpoBogHast TOMHOCTbY.

[o Hawero BpemeHun gowna gpyras abbpesunaTypa, KoTopast ABfSeTCA TaKOW Xe TEXHOMNornmen. 3t1o
abbpesunatypa «Wi-Fi». Takoe Ha3BaHue 6bIN0 4aHO C HAMEKOM Ha CTaHAapT BbICLUMIA 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03HavaeT «BblCOKasi TOYHOCTbY.

[a, 6ecnnaTHbIn MHTEPHET-AOCTYN B Kade, OTeNsIX 1 a3ponopTrax ABAsSeTCa OTANYHON
BO3MOHOCTbIO BbixOAa B MHTEPHET. HO MHOrMe akcnepThl cHMTAOT, YTO 0bwenocTynHble Wi-Fi
ceTu He aBnATCA 0e3onacHbIMU.

CoseTbl No 6e3onacHOCTM paboTe B 06LenocTynHbIx ceTax Wi-fi:

1. He nepepaBan cBot nuyHyto nHdopmaumto yepes obwenoctynHole Wi-Fi cetn. PaboTtas B
HUX, XenaTernbHO He BBOAUTb NMaponv AOCTyNa, NOrMHbI U Kakne-To HoMepa;

2. Vcnonb3yn n 0OHOBNAM aHTUBMPYCHbIE NporpaMmMbl u 6paHamayep. Tem cambiM Thbl
obesonacub cebs OT 3aKayky BUpyca Ha TBOe YCTPOMWCTBO;

3. [Mpwn ncnonb3oBaHum Wi-Fi oTkntoum doyHkumio «OBwmn goctyn K doannam 1 npuHTepamy.
HaHHasa oyHKUMS 3aKpbiTa MO YMOMYaHWI, OOHAKO HEKOTOPbIE MOMb30BaTENN aKTUBMPYHOT
eé€ anga ygobceTea mcnonb3oBaHus B paboTe unm yyebe;



4. He ncnonk3yn nybnuyHeii WI-FI ona nepegayv nuyHbIX AaHHbIX, HaNpUMep Ans BbiXxoa4a B
counarsnbHble CETU UMW B SNEKTPOHHYIO MOYTY;

5. Mnonb3yn TonbKo 3awuLleHHoe coegnHerne yepe3 HTTPS, a He HTTP, 1.e. npn Habope
BebG-agpeca BBOAN MMEHHO «https://»;

6. B mMobunbHOM TenedoHe oTknoun dyHkumo «lMNogkntoyeHme k Wi-Fi aBTomaTtndeckuy. He
Aonyckan aBToMaTUYECKOro noakntodeHnst yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouumanbHble ceTn

CoumarnbHble CETU aKTUBHO BXOOAT B HALLUY >KWU3Hb, MHOMME ntogn paboTatoT 1 KUBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH Munnuapg 4enoBekK, 4To SBMSeTCs O4HOM ceabMOou
BCEX XXUTENEN NMaHeThbl.

MHorve nonb3oBaTeny He NOHMMatOT, YTO UHGOPMaLNS, pa3MeLLIEHHas UMK B COLMArbHbIX CETSIX,
MOXeT ObITb HalleHa 1 NCNonb3oBaHa Kem YrogHo, B TOM Yncre He oba3aTenbHO ¢ Grnarumm
HaMepeHUAMMN.

OcHoBHble COBeTbI MO 6&30NacHOCTM B coLMarbHbIX CETSX:

1. OrpaHunydb cnucok apysen. Y 1ebs B Apy3bsaX HE AOMKHO ObITb CryYanHbIX U HE3HAKOMbIX
noaen;

2. 3awmiuan CBO YacTHYH0 Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaTy TBOEro
POXOEHUS U OPYTYI0 NINYHYO MHpOpMaLMIO. 3M0YMbILLNEHHUKN MOTYT MCMONb30BaTh Aaxe
MHOPMaLMIO O TOM, KaK Tbl U TBOW POAUTENN MNAHUPyeTe NPOBECTN KaHUKYIbI;

3. 3awwmuiar cBol penyTauuio - 4ePXKN ee B YACTOTE M 3agaBari cebe Bonpoc: xoTen bbl Thl,
4YTOObI ApYyr1e Nonb3oBaTeny BUAENW, YTO Thl 3arpyxaewwb? MNogyman, npexae Yem YTo-To
onyo6nukoBaTb, HAaNMUCaTb U 3arpy3nThb;

4. Ecnu Tbl roBopuLLb C NOABMU, KOTOPbIX HE 3HaELUb, HE NCMONb3Yy CBOE pearibHOe UMS 1
OPYryto NMUYHY0 MHPOPMaLUN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyee;

5. WNabGeran pasmelyeHunsa potorpacdun B IHTepHeTe, rae Tl U300paxkeH Ha MECTHOCTH, MO
KOTOPOW MOXHO OnpeaennTb TBOE MECTOMOSOXEHNE;

6. [lpu pernctpaumm B coumanbHOM ceTM HEOBX0aAMMO UCMNONb30BaTb COXHbIE MAPONN,
cocTosiLme n3 OykB 1 LGP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [nsa counanbHOM ceTu, NOYTbI U APYrMX CakuToB HEOOXOAMMO MCMONb30BaTh pasHble Naposnm.
Torpa ecnu Te65 B3roMatoT, TO 3M0YMbILLIIEHHUKM NOMyYaT AOCTYN TONbKO K O4HOMY MECTY,
a He BO BCe cpaay.

ONeKTPOHHbIe AeHbIU

aﬂeKTDOHHbIe OEHbI'M — 3TO O4YeHb yD,O6HbIIZ crnocob nnartexemn, ogHaKo CyLeCTBYHOT MOLUEHHUKN,
KOTOPbI€ XOTAT NOJy4NUTb 3TN OEHbIN.

OneKTPOHHbIE AEHbIN MOSIBUMUCH COBCEM HEAABHO U MMEHHO M3-3a 3TOr0 BO MHOTMX rocy4apcTBax
[10 CMX MOpP HEe MPOMMCaHO NPO HKX B 3aKOHaX.

B Poccum e oHM OyHKLUMOHMPYIOT U O HUX YKe MPONMCcaHo B 3aKOHE, rae UX pasaensioT Ha
HECKONbKO BUAOB — aHOHWMHbIE Y HE aHOHMMHbIE. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOPbIX paspeLuaeTcs NPOBOAMTbL onepaumn 6e3 naeHTudukaumum nonb3oBarens, a B
HeaHOHVMMHbIX UAeHTUUKaLMM NoNnb3oBaTens SBNsieTcs 06s3aTenbHON.

Takke crnegyeT pasnuyaTtb AMEKTPOHHbIE oMaTHble AeHbr (paBHbl rOCY4apCTBEHHbBIM BantoTam) 1
3NEeKTPOHHbIE HedmaTHbIE AEHbM (HE paBHbl FOCY4APCTBEHHbIM BantoTam).

OcHOBHbIe coBeThl M0 Ge3onacHon paboTe ¢ NEKTPOHHbLIMU AEHbraMM:

1. T[puBskM K cHETY MOOUMbHBIN TeNedoH. ITO camblii YAOOHbIN 1 ObICTPLIA CNOCO0
BOCCTAHOBUTb JOCTYN K cyeTy. MNpuBs3aHHbIN TenedoH NOMOXET, ecnu 3abyaellb CBON
nnaTexHbI Naponb U1 3anellb Ha CanT C HE3HAKOMOro YCTPOWUCTBA,;

2. Wcnonb3yn ogHopasoBble naponu. [Nocne nepexoda Ha ycuneHHyto asTopusauumio Tebe yxe
He BygeT yrpoxaTb OMacHOCTb KpaXkv UK nepexeaTa MnaTexHoro napons;

3. Bbibepu crnoxHbin naponb. MNpectynHukam ©ygeT He NpOCTO yragaTb COXHbIN Naporib.
HapexHble naponn — aTo Napornu, KOTopble coaepXaT He MeHee 8 3HaKOB U BKIOYatoT B



4.

cebs cTpoYHble 1 NponucHble ByKBbI, LUdPbI 1 HECKONBbKO CMMBOJIOB, TaKME Kak 3HaK
pgonnapa, yHTa, BocknvuaTerbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;
He BBOAM CBOM NMYHbIE AAHHbIE HA calTax, KOTOPbIM HE JOBEPHAELUb.

OneKTpoHHasA noyTta

OneKTPOoHHas NoYta — 3TO TEXHONOIUS U NpeaoCTaBrsemMble el YCryri no nepechInke u
MOSy4eHMI0 ANEKTPOHHBIX COOBLLEHMI, KOTOPbIE pacnpedensoTcs B KOMMNbIOTEPHOW CETU.

OOGbIYHO 3MEKTPOHHbIN NMOYTOBLIN AWK BLIFMSAUT CreayoLmMM o6pasom:
UMS_MNornb3oBaTenA@uUms_aoMeHa.

Takke KpomMe nepenadnm npocTtoro TekCta, uUMeeTCcd BO3MOXHOCTb nepeaaBaTb (baI7IJ'IbI.

OcHoBHble coBeTbl N0 ©e3onacHon paboTe C 3NEeKTPOHHOM MOYTON:

1.

Hapno BbibpaTb NpaBurbHbIN NOYTOBLIV CepBUC. B MHTEpHETe eCTb OrPOMHbBIN BbIGOP
GecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Ny4lle JOBEPATb TEM, KOO 3HaeLLb U KTO NepBbIn
B PENTUHIE;

He ykasbiBan B IM4YHON NOYTE NUYHY0 MHGopMaumio. Hanpumep, nydile Beibpatb
«My3blKanbHbIN_thaHaT@» unu «pok2013» BmecTo «Temal3y»;

Mcnonb3yi AByxaTanHyo aBTopm3aunio. 3TO Korga noMMMO Napons HY>XHO BBOAUTL KOA,
npucblriaemMbi no SMS;

Bbib6epu cnoxHbir naponb. [Ansa Kaxgoro NoMTOBOro siluka A0SMKeH OblTb CBOV HAAEXHbIN,
YCTONYMBBIM K B31IOMY NMaporsb;

Ecnn ecTb BO3MOXXHOCTb HanncaTb CaMOMy CBOW NINYHbINA BOMPOC, NCNOSb3YN 3Ty
BO3MOXHOCTb;

Mcnonb3yi HECKONBbKO NOYTOBbLIX ALWMKOB. NepBbIN A4S YaCcTHOW NepPennCKM C agpecatamu,
KOTOPbLIM Thbl JOBEpSieLlb. ITO ANEKTPOHHbLIN aapec He Hago 1CMNonb3oBaTb NPW perncTpaunm
Ha dpopymax n cantax;

He oTkpbiBan cannbl U gpyrve BroOXeHUs B MMCbMax OaXe €CN OHWU NPULLIK OT TBOUX
Apy3en. Jlydle yTo4HM Y HUX, OTMPaBNsnv v OoHW Tebe 3Tu haiinsl;

lMocne okoHYaHust paboThbl Ha MOYTOBOM CepBUCE Nepes 3aKpbiTUEM BKNAOKWU C CauTOM He
3abyab HaxaTb Ha «BbIiTuny.

Kn6epObynnuHr nunm BupTyanbHoe ngeBaTesibCTBO

KnbepbynnuHr — npecneaoBaHne COOOLEHNSIMU, coaepKaLLMMM OCKOPONeHUs!, arpeccuio,
3anyrmBaHue; XynuraHcTeo; coluanbHoe 60MKOTUPOBaHNE C MOMOLLBHO Pas3fNYHbIX UHTEPHET-
CEepPBUCOB.

OcHoBHbIe coBeTbl M0 6opbbe ¢ KNbepOynMHrom:

1.
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He 6pocancsa B 6on. Jlyuwmnin cnocod: nocoBeToBaThCA Kak cebsi BECTU U, €CINN HET TOro, K
KOMY MOXXHO 006paTuTbCs, TO BHa4ane ycnokoutbcs. Ecnm Tel HauyHelwb oTBeYaTb
ockopbneHnsaMM Ha OCkopbBeHNst, TO TOMbKO ellle BoMbLue pas3oXxKeLlb KOHGIUKT;
Ynpaenan csoen knbeppenytaumen;

AHOHUMHOCTb B ceTh MHUMas. CyLLecTBYIOT CNOCOObI BbIACHUTL, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM;

He cTtouT BECTM XynuraHckuii obpas BUPTyanbHONM XU3HU. VIHTEpHET hnKCUpyeT BCe TBOU
OEVCTBUSA U COXpaHSEeT UX. YoanuTb ux OyaeT KkpariHe 3aTpyAHUTENbHO;

Cobntogar cBon BUPTyarbHYO YeCTb CMOMOAY;

UrHopupyi eanHnYHbIN Heratne. OQHOPa30Bble OCKOPOUTENbHbLIE COOOLLEHNS Ny4LUe
urHopupoBaTb. OBbIYHO arpeccus npekpaLlaeTcs Ha HayanobHoOM cTaauu;

BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMY COOBLLEHMSIMU, B COLMAnbHbIX CETAX
€CTb BO3MOXHOCTb BTOKMPOBKM OTMPABKM COOBLLIEHUI C ONPEAENeHHbIX apecoB;

Ecnu Tbl cBuaeTens knbepbynnuHra. TBou AeNCTBUA: BLICTYNUTbL NPOTUB NpecnegoBaTens,
nokasaTtb emy, 4YTO ero AerCTBUSA OLLeHNBAKTCA HeraTMBHO, NOAAEPXKaTb XepTBY, KOTOPON
HY>KHa NCUXorormdeckas mMoMoLLb, COOOLUTEL B3POCHbIM O (hakTe arpecCMBHOIO NoBeaeHNs
B CeTW.



MoOunbHbIN TenedoH

CoBpeMeHHble cMapTdoHbI 1 NNaHLWeThbl cogepkat B cebe BrosfHe B3pOoChbii OyHKLMOHAT, U
Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaLMOHapHbIMU KoMMbloTepamn. OgHako, CpeacTs 3allmThl
AN NoAoGHbIX YCTPOWCTB Noka OYeHb Maro.

TeCTI/IpOBaHVIe M NOUCK yFI3BI/IMOCTel7I B HUX Npounucxogut He Tak MHTEHCMBHO, KaK O MK, To xe
camoe KacaeTcsi U MOOUIbHbIX I'IpVIJ'IO)KGHVIVI.

CoBpeMeHHble MOGUIbHbBIE Bpay3ephbl yKe NPakTUYECKX JorHanM HacToNbHbIE aHanoru, OgHaKko
paclunpeHne yHKLMoHana BneYeT 3a coboi 60MbLLYH CMOXHOCTb U MEHbLLYIO 3aALLMLLEHHOCTb.

[aneko He Bce NPOM3BOAWTENM BbIMyCKaloT OGHOBIEHNS, 3aKpbIBaIOLLME KPUTUYECKME YSA3BUMOCTU
AN CBOUX YCTPONCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTU MOOUBHOIO TenedoHa:

1. Hwudero He siBNsieTca no-HacTosiwemy 6ecnnaTHbiM. Byab ocTopoxeH, Beab koraa tebe
npeanaratT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI KakMe-TO niaTHbIe YCIyru;

2. [Oywman, npexae Yyem otnpaBuTb SMS, oTO 1unu Buaeo. Thbl TOYHO 3HaeLLb, rae oHu ByayT B

KOHEYHOM uTtore?

HeobxoamMmo 06HOBMATL ONEpPaLMOHHYI0 CUCTEMY TBOErOo CMapTdOoHa;

Vcnonb3yn aHTUBMPYCHbIE NporpamMMbl AN MOGUIbHBIX TENEedOHOB;

He 3arpyxaw npunoxxeHus ot HEU3BECTHOIO UCTOYHMKA, BEAb OHM MOTYT cofepXaTb

BPEAOHOCHOE NMporpaMmMHoOe obecneveHue;

6. [locne Toro kak Tbl Bbligellb C canTa, rae BBOAMM NNYHY0 MHopmauuto, 3anan B
HacTpolkun bpaysepa u yaanm cookies;

7. Tlepuoanyeckn NpoBePsAN Kakme niaTHble YCryrn akTMBUMPOBaHblI HA TBOEM HOMEPE;

8. [aBaw cBOWM HOMEP MOOMILHOrO TenedoHa TOMbKO MOASM, KOTOPbIX Thbl 3HAELLb U KOMY
noBepsiellb;

9. Bluetooth gomkeH BbITb BbIKMOYEH, KOraa Thbl UM He Nornb3yeLlbes. He 3abbiBan nHoraa
NpPoBEpPSTb 3TO.
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Online urpbl

CoBpeMeHHbIe OHMaH-UIPbl — 3TO Kpaco4Hble, 3axXBaTbiBalOLLME pa3BriedYeHnsl, 06 beanHsoLWmne
COTHM TbICAY YenoBekK Mo BceMy Mupy. VIrpoku nccnegyrot AaHHbIA UM MUP, O6LLatoTCA ApYr C
[IPYroM, BbIMOJHAOT 3a4aHUsi, CpaXarTcsl C MOHCTpaMu U MoryyatoT onbIT. 3a YI0BONbCTBME OHU
nnaTaT: NOKynakT ONUCK, OMnradvBaloT aboOHEMEHT UMK NPUOGPeTaloT Kakmne-To Oonumun.

Bce aTu cpeactea nayT Ha nogaepXkaHue u pasBuTUe Urpbl, @ Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYOTCS CUCTEMbI aBTOPU3aLIMK, BbIMyCKAOTCA HOBbIE NaTyy (LMGPOBbLIE 3annaTku Ans
nporpamm), 3aKpbiBatoTCs YA3BUMOCTU CEPBEPOB.

B nogoGHbIX Mrpax CToMT onacaTbCsi HE CTONMbKO CBOMX COMEPHUKOB, CKOJSTbKO Kpaykv TBOEFO Naporis,
Ha KOTOPOM OCHOBaHa cUCTEMa aBTopu3aLuy GONbLUMHCTBA Urp.

OcCHOBHbIe COBETbI MO 0€30MacHOCTUN TBOEro MrPOBOro akkayHTa:

1. Ecnu gpyron nrpok BegeT cebsa nnoxo unm co3gaet Tebe HeNnpuATHOCTU, 3a0MNOoKUpyn ero B
CMNCKE UIPOKOB;

Moxanyncsa agMMHUCTpaTopam Urpbl Ha NOXoe NoBeAeHne 3TOro Urpoka, XenatenbHO
NPUITOXNTb Kakue-TO JoKasaTerbCTBa B BUAE CKPUHOB;

He ykasbiBan nu4Hyto nHpopmauuio B npodanne urpbl;

YBaxaw Apyrmx y4acTHUKOB MO Urpe;

He yctaHaBnueam HeodmLmarnbHble Natin n MoAbl;

Vicnonb3yi CrioxHble U pasHble Naposnu;

[daxe Bo Bpems Urpbl He CTOUT OTKIIOYaTb aHTUBMPYC. [1oka Tbl Urpaellb, TBOW KOMMbIOTEP
MOryT 3apasuThb.
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DULIKHT unm KpaXxa NMNYHbIX OaHHbIX



OObIYHON KpaXken AeHer 1 AOKYMEHTOB CErogHs y>ke HUKOro He yamBufllb, HO C pa3BUTUEM
WHTEPHET-TEXHONOMNIA 3MTOYMbILLSIEHHUKM NEPEMECTUINCE B MHTEPHET, 1 MPOLOSIKAKT 3aHMMATLCA
«JIOOUMbIM» A€ T0OM.

Tak nosiBunacb HoBas yrposa: UHTEPHET-MOLLEHHMYECTBA UNW (PULLINHT, rNaBHas Lienb KOTOPOro
COCTOMT B NOSyYeHUn KOHUAEHUManbHbIX AaHHbIX Nofb3oBaTene — NOrnMHoB 1 naponen. Ha
aHrnunckom s3bike phishing yutaetca kak couimHr (ot fishing — pbibHas noens, password —
naponb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnepgwu 3a cBOUM akkayHTOM. Ecnv Tl nogo3peBaellb, YTO TBOS aHkeTa Obina B3nomMaHa, To
Heobxoaumo 3abnokupoBaTh ee 1 CooOLLMTL agMUHUCTPaTopam pecypca 06 3TOM Kak
MOXHO CKopee;

2. Wcnonb3yn 6e3onacHble Be6-calTbl, B TOM YUCHE, UHTEPHET-Mara3nHOB 1 MONCKOBbIX
cucTem;

3. Wcnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecniv Tebst B3nomaroT, TO
3r10YMbILLUNEHHUKM NOMyyaT 4OCTYN TONbKO K OA4HOMY TBOEMY MPOdUIo B CETH, a He KO
BCEM;

4. Ecnwn Tebsa B3nomanu, To Heo6x0AMMO NpeaynpeanTb BCeX CBOUX 3HAKOMBbIX, KOTOpbIEe

pobaBneHbl y Tebs B Apy3bsX, O TOM, YTO Tebs B3riomanu 1, BO3MOXHO, OT TBOErO MMEHU

OyoeT paccbinatbCsi cnam 1 CCbINKM Ha (OULLMHIOBbIE CalThl;

YcTaHoBu HagexHbin naporb (PIN) Ha MOGUNbHbIM TenedoH;

OTkntoum coxpaHeHne napons B 6paysepe;

He oTkpbiBan cannbl U gpyrve BroOXeHUs B MMCbMax OaXe €CN OHWU NPULLIK OT TBOUX

apy3sen. Jlydiie yTouHM y HUX, OTPaBNsnu v oHn Tebe aTn dannsl;

No o

LUundpoBas penytauums

Lindposas penytauus - aTo HeraTMBHas Unm No3nTMBHast MHpopmMaLmsa B cetn o Tebe.
KomnpomeTupytowast Hopmaums pa3MeLleHHas B MIHTEPHETE MOXET cepbe3HbIM 06pa3om
OTPa3nTbCA Ha TBOEN pearibHOM XN3HW.

«Undposas penytauusa» - 3To TBON MMUOXK, KOTOPbIN hopMupyeTcsa 13 nHdopmaumm o Tebe B
UHTEepHeTe.

TBOE MeCTO XMTenbcTBa, y4ebbl, TBOE (hMHAHCOBOE MONOXeHWe, 0COBEHHOCTM XapaKkTepa u
paccka3sbl 0 6rn3KMX — BCE 3TO HaKanMBaeTcs B CETU.

MHorvne noapoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGnvkaumm NMyHom nHpopmaLmm B IHTepHeTe,
He NMOHMMas BO3MOXHbIX MOCNEeACTBMI. Thl AaXe HE CMOXELLb AoragaTbCa O TOM, YTo dpoTorpadus,
pa3mMelLeHHas 5 neT Hasag, cTana npuMYnHONM OTKasa NpPUHATL Teds Ha paboTy.

KomMmeHTapun, pasmeLleHne TBomx coTorpaduin 1 gpyrme 4encTBms MOryT HE UCHE3HYTb Aaxe
nocre Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpPaHWI 3Ty MHopMauuto, nonana v oHa B
MOUCKOBbIE CUCTEMbI 1 COXPaHWUack NN OHa, a rMaBHOE: YTO NoAyMatoT O Tebe okpyKatoLee noau,
KOTOpble HanayT v yBMAAT 3To. HainTi nHdopmaumo MHOro NeT CrycTs CMOXET No6oi — kak 13
A06pbIX NOBYXAEHWI, Tak U C HAMEPEHUEM MPUYNHUTL Bped. ATO MOXET ObiTb KTO YrogHO.

OcCHOBHbIe COBETbI M0 3alMTe LUMPOBOIN penyTaumu:

1. lMomyman, npexge Yem 4YTO-TO Ny6GrMKoBaTb M nepegaBaTth y cebs B brore nnm B
couunanbHoOn ceTu;

2. B HacTpoikax npodunsi yCTaHOBM OrpaHUYeHnsi Ha NPOCMOTP TBOEro Npoduns 1 ero
COAEPXKMMOro, caeran ero ToNbKo «ANd Apy3eny;

3. He pasmelyan 1 He ykasbiBar MHpOPMaLMIO, KOTOPasi MOXET KOro-nmbo ockopbnsaTtb nnm
obmxaTb.

ABTOpCKOE npaBso

COBpeMeHHbIe LUKOJ1IbHUKN— aKTUBHbIE MOJ1b30BaTENN Lll/l(prBOFO NnpocCTpaHCTBa. OpHako ganeko
He BCEe 3HAaloT, 4YTO MNMoJyib30OBaHNEe MHOITMM BO3MOXXHOCTAMM LI,VI(prBOFO Mupa Tpe6yeT cobnogeHus
npaB Ha UHTENJNEKTyalrlbHY COBCTBEHHOCTD.



TepMUH «MHTEeNnekTyanbHas COGCTBEHHOCTb» OTHOCUTCS K pasniyHbIM TBOPEHUAM YENoBEeYECKOro
yMa, HauMHasi C HOBbIX M300PETEHMI U 3HAKOB, 0603HAYatoLLMX COGCTBEHHOCTb HA NPOAYKTLI U
yCnyru , U 3akaH4nBas KHUramm, potorpadpmsiMum, KUHOUIIbMaMM U My3blKarnbHbIMM
npou3seneH1aMN.

ABTOpPCKME NpaBa — 3TO NpaBa Ha UHTENNEKTyanbHy COGCTBEHHOCTb Ha NPOU3BEAEHUST HAYKX,
nuTepaTtypbl U UCKYCCTBA.

ABTOpCKME MpaBa BbICTyMaloT B KAYECTBE rapaHTUM TOro, YTO MHTENNEKTYarbHbIN/TBOPYECKNA TPYA
aBTopa He ByneT HanpacHbIM, acT eMy cripaBeanMBbie BO3MOXHOCTU 3apaboTaTth Ha pesynbTaTax
CBOEro Tpyaa, Nomny4nuTb U3BECTHOCTb U NPU3HaHUE.

HuvkTo 6e3 paspelleHns aBTopa He MOXXEeT BOCTNPOU3BOANTL €ro Npov3BeaeHe, pacnpocTpaHaTh,
ny6rnnyHo 4eMOHCTPUPOBAaTh, NPoAaBaTh, UMMOPTUPOBATh, MycKaTb B NPOKaT, Ny6rnMYHO UCMOMNHSATD,
nokasblBaTb/UCNOMHATL B 3Mpe unm pasmeLlaTtb B MIHTEpHeTe.

VMcnonb3oBaHue «nuMpaTCcKoro» nporpamMmmHoro obecneveHus moxeT npunBecTn K MHOI'MM PpUCKaM: OT
noTepun AaHHbIX K TBOUM akkayHTamM 00 6J'IOKVIpOBKI/I TBOEero yCTpOVICTBa, roe yCTaHOBﬂeHHbIVI He
nieranbHasa nporpamMmmva. He ctouT Takke 3abbiBaTb, 4TO CylleCcTByeT nerarnbHble 1 OecnnaTHble
nporpamMmbl, KOTOpPbl€ MOXXHO HanTu B ceTu.

O noptane

CeTeBMYOK.pch — TBOW rMaBHbIN COBETUYMK B CETU. 34eCb Thbl MOXeELUb Y3HaTb 0 6e30MnacHOCTU B ceTu
MOHATHLIM W JOCTYMHbLIM S3bIKOM, @ NMPU BO3HUKHOBEHWWN KPUTUYECKON CUTyaLmmn obpatutbes 3a
COBETOM. A TaKkke NPUHATb y4acTue B KOHKypcax U CTaTb caMbiM LMGPOBLIM rpaxaaHuHOM!



